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The following Customer Guidelines shall regulate the legal rela-
tionship between the holder of an account (the "Account 
Holder") for which debit cards have been issued and the author-
ised holder of such a debit card (the "Cardholder") on the one 
hand and UniCredit Bank Austria AG (the "Bank") on the other. 

A. General information and basic debit card functions 

1. General Provisions 

1.1. Debit card Service: 
The debit card Service is a system which can be used to with-
draw cash and/or make cashless payments at specially desig-
nated locations with specially issued instruments of access. 

1.2. Contactless payments: 
A debit card displaying the “Kontaktlos” logo enables the Card-
holder to make contactless and cashless payments at specially 
designated locations. 

1.3. Personal code: 
The personal code of the debit card, also termed "PIN" (Personal 
Identification Number), is a combination of digits which the 
Cardholder receives upon signing the card agreement. Entry of 
the PIN makes it possible to use the debit card Service. 

1.4. Cardholder: 
An Account Holder who requests the Bank to issue a debit card 
to him/her shall sign a card application addressed to the Bank. 
Debit cards shall only be issued to natural persons who are au-
thorised to sign singly on an account at the Bank as the Account 
Holder or as an authorised signatory. For joint accounts, the is-
sue of debit cards to authorised signatories requires the consent 
of all Account Holders. The issue of a debit card to an Account 
Holder does not require the consent of the other Account Hold-
ers. 
An Account Holder may apply for the issue of a debit card for 
himself/herself and third parties, in particular persons author-
ised to sign on his/her account. The latter shall co-sign the card 
application and accept the Customer Guidelines. 

1.5. Application for a card, card agreement: 
If the Bank accepts an application for a card, signed by the Ac-
count Holder, the card agreement comes into effect. In any case, 
the application for a card will be deemed to have been accepted 
upon delivery of the debit card to the Cardholder. 

1.6. Card data/Mastercard® Identity Check™ procedure: 
Card data are the details stated on the debit card which the 
Cardholder is required to furnish for remote payments for sup-
plies and services provided by trading and service companies 
(“merchants”). Such details are usually the card number, expiry 
date and CVC (Card Verification Code). Payment made via Inter-
net may require participation in the Mastercard® Identity 
Check™ procedure in addition to provision of the card details. 
This is in any event the case if a payment is initiated with a 
merchant domiciled in the European Union and no exemptions 
to strong customer authentication are applied in accordance 
with the regulatory technical standards for strong customer au-
thentication and common and secure communication (Commis-
sion Delegated Regulation (EU) 2018/389 supplementing Di-
rective (EU) 2015/2366). 
The use of the debit card in conjunction with the Mastercard® 
Identity Check™ procedure is outlined in Section B. 

1.7. Use of the debit card by the Cardholder:  
1.7.a. The following options for use of debit cards which have 
been issued for a current account with basic features (a “basic 

account”) are only available within the European Economic Area 
(EEA). 

1.7.1. Cash dispensers (ATMs): 
The Cardholder is entitled to withdraw cash with his/her debit 
card and his/her PIN, up to the agreed limits, from cash dispens-
ers in and outside Austria displaying the logo shown on the debit 
card. For debit cards which have been issued for a basic account, 
the GeoControl function for cash withdrawals outside the EEA 
cannot be activated.  

1.7.2. POS terminals: 
1.7.2.1. The Cardholder is entitled to pay for supplies and ser-
vices provided by merchants in and outside Austria at payment 
terminals displaying the logo shown on the debit card (point-of-
sale terminals; "POS terminals") with his/her debit card and 
his/her PIN without cash, up to the agreed limits. Cash dispens-
ers may also have the function of POS terminals. Outside Austria, 
it may be necessary for the Cardholder to produce his/her signa-
ture instead of entering his/her PIN. By entering his/her PIN and 
pressing the "OK" button, or by producing his/her signature, as 
the case may be, the Cardholder irrevocably instructs the Bank to 
pay to the merchant the amount of the invoice up to the limits 
agreed with the Account Holder. The Bank hereby accepts such 
instructions to pay. 

1.7.2.2. Contactless payments without entry of PIN: The Card-
holder is also entitled to use the card to pay for supplies and ser-
vices provided by merchants in and outside Austria at POS termi-
nals displaying the "Kontaktlos" logo shown on the debit card 
just by holding the debit card up to the POS terminal, without in-
serting the debit card and without his/her signature and/or with-
out entering the PIN, without using cash and on a contactless ba-
sis, up to EUR 50 per transaction and up to a total amount of 
EUR 125. 
By holding the debit card up to the POS terminal when making 
low-value payments of up to EUR 50 per transaction, the Card-
holder irrevocably instructs the Bank to pay the invoice amount 
to the relevant merchant. The Bank hereby accepts such instruc-
tions to pay. 
After the above threshold has been reached, the Cardholder is re-
quired to enter his/her PIN to make a payment or withdraw cash. 
The debit card is then activated for further contactless payments. 
Before using the debit card for the first contactless payment 
without entering the PIN, the Cardholder must have used the 
debit card at least once with the PIN for a payment at a POS ter-
minal or for withdrawing cash from a cash dispenser. 

The Cardholder is entitled to use the debit card in and outside 
Austria to pay transport fares or parking fees on a contactless ba-
sis without using cash, without inserting the debit card and with-
out affixing his/her signature and/or entering the PIN by holding 
the debit card up to unattended POS terminals. 
When paying transport fares or parking fees at unattended POS 
terminals, the Cardholder irrevocably instructs the Bank to pay 
the invoice amount to the merchant when holding the debit card 
up to the merchant’s POS terminal. The payment order cannot be 
revoked after the debit card has been held up to the unattended 
POS terminal. The Bank hereby accepts such instructions to pay. 

1.7.3. Self-service terminals: 
The debit card can be used at self-service terminals installed at 
the Bank to pay cash into the account, request information, give 
instructions and provide statements of facts and statements of 

1.7.2.3. Payment of transport fares and parking fees without en-
tering the PIN:  
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intention. The debit card and the PIN can be used to make pay-
ments in euro into the account maintained at the Bank for 
which the debit card has been issued, and to give payment or-
ders. Payment orders may be placed in respect of the account 
for which the debit card has been issued and, with the Account 
Holder’s debit card, also in respect of other accounts maintained 
with the Bank where the Cardholder is the Account Holder. An 
authorisation instrument agreed with the Cardholder is addi-
tionally required to give other instructions and provide other le-
gally binding statements of intention to the Bank. An instruction 
will be deemed to have been given, and a statement of inten-
tion will be deemed to have been provided, when such authori-
sation element is used. 

1.7.4. Card payments for distance selling services: 
Card payments for distance selling services may be made 
by persons aged 14 or more who have signed a card agree-
ment. The Cardholder is entitled to use the debit card without 
presenting it to the merchant to make cashless payments (via 
Internet, or by telephone, fax or e-mail) in and outside Austria 
for supplies and services provided by merchants within the con-
text of their distance selling activities up to the agreed limit for 
payments at POS terminals if this is enabled by the merchant. 
When s/he provides the card details, the Cardholder irrevocably 
instructs the Bank to pay the invoice amount up to the agreed 
limit for payments at POS terminals to the relevant merchant. 
The Bank hereby accepts such instructions to pay. 
In addition to providing the card details, payments via online 
banking may also require participation in the Mastercard® Iden-
tity Check™ procedure. This is in any case mandatory if a pay-
ment is initiated with a merchant domiciled in the European 
Union and no exemptions to strong customer authentication are 
applied in accordance with the regulatory technical standards 
for strong customer authentication and common and secure 
communication (Commission Delegated Regulation (EU) 
2018/389 supplementing Directive (EU) 2015/2366). See Sec-
tion B. for information on payment authorisation in online bank-
ing in the context of the Mastercard® Identity Check™ proce-
dure. 

1.7.5. Recurring payments with the same payee in online dis-
tance selling activities (e-commerce, m-commerce): 

The Cardholder is entitled to use the debit card without present-
ing it to the merchant to make cashless payments via online 
banking in and outside Austria for recurring supplies and ser-
vices provided by merchants within the context of their distance 
selling activities up to the agreed limit for payments at POS ter-
minals if this is enabled by the merchant. In the case of recur-
ring payments involving the same payee, the Cardholder irrevo-
cably instructs the Bank to pay the merchant the amounts un-
derlying the first and subsequent payments when s/he pro-
vides the card details (if paying using the Mastercard® Identity 
Check™ procedure, when s/he enters the details required for 
confirming payments in line with the Mastercard® Identity 
Check™ procedure according to item B.4.). The Bank hereby ac-
cepts such instructions to pay. 
Please note: In the case of recurring online payments within the 
context of merchants’ distance selling activities involving the 
same payee, Cardholder authentication only takes place with 
the first payment, and not with the subsequent payments. 

1.7.6. Payments whose amount is not known beforehand 
(“blank orders”): 

If instructions are given for the transfer of an amount whose ex-
act value is not known at the time the Cardholder gives his/her 

consent to the execution of the payment order, the amount to 
which the Cardholder has consented will be blocked. The Bank 
will unblock the amount upon receiving information on the exact 
amount of the payment, but no later than after receipt of the 
payment order. 
The Cardholder is liable for the payment of the amount submit-
ted to the Bank by the merchant.  
The Cardholder shall be entitled to a reimbursement of funds if 
the amount submitted exceeds the amount which the Card-
holder may reasonably have expected based on his/her previous 
spending behaviour, the conditions of the card agreement and 
the circumstances of individual transactions. 
If requested by the Bank, the Cardholder shall provide a presen-
tation of these facts. The Cardholder shall enforce his/her claim 
to reimbursement against the Bank within eight weeks of the 
date on which his/her account was debited with the relevant 
amount, with the exclusion of all other claims to reimbursement.  
Please note: Blank orders of this kind are for example requested 
by hotels and car rental firms. If you have received such a re-
quest, please take the time to carefully check the contract con-
cluded with the merchant and the invoice issued by him. 

1.7.7. Proof of age  
The Cardholder can use the debit card to provide proof vis-à-vis a 
third party as to whether he/she is over a certain age that is rele-
vant for the third party. The pertinent confirmation of the Bank is 
obtained by the third party electronically with the help of the 
debit card which is presented by the Cardholder either personally 
or via dedicated technical equipment. 

1.7.8. Verification of debit card status by the merchant:  
Based on the card details provided by the Cardholder, a mer-
chant is entitled to verify whether the debit card can actually be 
used, whether it is valid at the time of verification, and whether it 
is blocked. 

1.8. Objections arising from the underlying transaction: 
Differences of opinion and mutual claims arising from the legal 
relationship between the Cardholder and the contracting party in 
connection with supplies and services for which the Cardholder 
has paid without cash using the debit card must be settled di-
rectly with the contracting party. This shall apply also, and espe-
cially, to the invoice amount. The Bank does not assume any lia-
bility for the performance of the underlying transaction by the 
contracting party in conformity with the applicable contractual 
terms and conditions. 

1.9. Liability of the Account Holder: 
1.9.1. Any and all transactions made by the Cardholder using the 
debit card are made for the Account Holder's account. 
In the case of joint accounts all Account Holders shall be jointly 
and severally liable for liabilities arising in connection with the 
debit card/cards. 

1.9.2. Entrepreneurs shall be liable without limitation for any 
losses or damage incurred by the Bank as a result of violations, 
by the holder(s) of a card issued for the entrepreneur's account, 
of the obligations to exercise due care and diligence as set out in 
these Customer Guidelines, regardless of the kind of infraction on 
the part of the Cardholder. 

1.10. Improper use of a cash dispenser or POS terminal 
equipped for cashless payments: 

In the event that a cash dispenser is used improperly four times, 
for example, through entry of the wrong PIN, the debit card may 
be withdrawn and/or rendered unusable by the cash dispenser 
for security reasons. In the event that a POS terminal equipped 
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for cashless payments is used improperly four times, for exam-
ple, through entry of the wrong PIN, the debit card may be with-
drawn and/or rendered unusable by staff members of the mer-
chant, or may be blocked automatically by the POS terminal. 

1.11. Availability of the system: 
Please note: Problems may be encountered with acceptance of 
the debit cards, especially outside Austria, for technical reasons 
beyond the control of the Bank. Also, tampering by third parties 
may cause restricted operability of debit cards or of the loca-
tions of acceptance of the card. The PIN must not be disclosed 
to other persons under any circumstances, including such in-
stances. Cardholders are advised to carry alternative means of 
payment with them, especially when travelling. 

1.12. Duration of validity of the debit card, duration of the 
card agreement, and termination: 

1.12.1. Duration of validity of the debit card: 
After conclusion of the card agreement the Cardholder receives 
a debit card, which shall be valid until the end of the year or 
month specified on the card. 

1.12.2. Exchange of the debit card: 
If a valid card agreement exists, the Cardholder will receive a 
new debit card in good time before expiry of his/her existing 
card. If a valid card agreement exists, the Bank shall also be en-
titled, for an important reason, to demand the debit card back 
from the Cardholder and to make a new card available to 
him/her. 

1.12.3. Destruction of the bank card: After receipt of a new debit 
card the Cardholder is obliged to provide for the safe destruction 
of the old debit card. The debit card must be destroyed not later 
than upon expiry of the validity period. 

1.12.4. Duration of the card agreement: The card agreement 
shall be concluded for an unlimited period of time. It shall end 
in any event upon termination of the account relationship with 
the Account Holder. The Cardholder and the Account Holder 
may terminate the card agreement at no additional cost at any 
time subject to one month’s notice. 
The Bank may terminate the card agreement subject to two 
months’ notice. The card agreement may be terminated with 
immediate effect by the Bank, the Account Holder or the Card-
holder for important reasons. In derogation of the above, if a 
debit card has been issued for a basic account, the card agree-
ment may be terminated by the Bank pursuant to 1.12.4a. The 
cancellation or early termination of the card agreement shall 
have no effect on the Account Holder's and Cardholder's obliga-
tions; all such obligations must be fulfilled. 

1.12.4a. In derogation of 1.12.4, the Bank may terminate the 
card agreement concluded for a basic account if the following 
conditions are met: 
1. the Cardholder has intentionally used the debit card for un-

lawful purposes; 
2. the basic account has not been used for any payment trans-

actions in more than 24 consecutive months; 
3. the Account Holder has provided incorrect information to ena-

ble him/her to open the basic account; if s/he had provided 
correct information, s/he would have been refused the right to 
open the basic account; 

4. the Cardholder no longer has lawful residence in the Euro-
pean Union; 

5. the Account Holder has opened a second payment account at 
a bank domiciled in Austria which enables him/her to use the 

services specified in Section 25 (1) of the Austrian Consumer 
Payment Accounts Act (Verbraucherzahlungskontogesetz); 

6. the Account Holder or the Cardholder has been charged, pursu-
ant to Section 210 (1) of the Austrian Code of Criminal Proce-
dure, with a punishable offence committed to the detriment of 
the Bank or any of its employees; 

7. the Account Holder or the Cardholder has repeatedly used the 
basic account for business activities within the meaning of 
Section 1 (1) 1 and (2) of the Austrian Consumer Protection Act 
(Konsumentenschutzgesetz / KSchG), Federal Law Gazette No. 
140/1979; 

8. the Account Holder or the Cardholder has refused a change to 
these Customer Guidelines, which the Bank has offered to all 
holders of basic accounts held at the Bank or all cardholders. 

In the event of termination for the reasons specified in items 2, 
4, 5, 6, 7 and 8 above, the Bank shall observe a period of notice 
of two months. If any of the reasons for termination specified in 
item 1 or 3 above are applicable, the card agreement will be ter-
minated with immediate effect. 

The Bank shall terminate the card agreement in writing and shall 
state the reason for this measure unless such information 
breaches national security or the public order. 

1.12.5. Return of the debit card: 
Upon termination of an account relationship all debit cards is-
sued for the account, and upon termination of a card agreement 
the relevant debit card, shall be returned without delay. The Bank 
is authorised to block unreturned debit cards and/or withdraw 
them. 

1.13. Delivery of and amendments to the Customer Guide-
lines: 

1.13.1. Amendments to these Customer Guidelines shall be of-
fered to the Customer by the Bank not later than two months be-
fore the proposed date of their coming into effect, with the Bank 
specifically referring to the relevant provisions. The Customer 
shall be deemed to have consented to the amendments unless 
the Bank receives an objection to the amendments from the Cus-
tomer before the proposed date of their coming into effect. The 
Bank shall draw the Customer’s attention to this fact in its offer 
of amendments. The Customer shall be informed of the offer of 
amendments. 
Moreover, the Bank will publish on its website a comparison of 
the amended terms and conditions with the original terms and 
conditions and the complete version of the new Customer Guide-
lines as well as providing the Account Holder and/or Cardholder, 
at his/her request, with a printed copy of the new Customer 
Guidelines in its business premises or by mail. In the notice re-
garding the offered amendments, the Bank shall draw the Ac-
count Holder’s and/or Cardholder’s attention to these options. 

1.13.2. The notice referred to in item 1.13.1. is sent by regular 
post to the address last notified to the Bank by the customer (cf. 
Section 12 (2) of the General Terms and Conditions of UniCredit 
Bank Austria AG). In derogation of this procedure, the Bank will 
transmit the notice to the customer electronically via his/her 
Online Banking mailbox (e.g. OnlineBanking/24You or Business-
Net) if the customer has concluded an agreement with the Bank 
for use of at least one Online Banking product. This electronic no-
tification shall be given in a way whereby the Bank is unable to 
modify its offer of amendments unilaterally while enabling the 
customer to save the notice and print it out. If such an electronic 
notice is transmitted via Online Banking, the Bank will at the 
same time inform the customer that the offer of amendments 
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has been sent to, and can be accessed in his/her Online Banking 
mailbox. The Bank will inform the customer of this fact by 
means of a separate e-mail that is sent to the e-mail address 
last notified to the Bank by the customer or a separate SMS that 
is sent to the mobile phone number last notified to the Bank by 
the customer for the receipt of SMS messages in conjunction 
with the Online Banking service. 

1.13.3. In the event of such intended amendments to the Cus-
tomer Guidelines the Account Holder and/or Cardholder, if 
he/she is a consumer, shall have the right to terminate the card 
agreement free of charge, and without giving notice, before the 
amendments become effective. The Bank shall draw the Ac-
count Holder’s and/or Cardholder’s attention to this fact in its 
offer of amendments. 

1.13.4. The items 1.13.1 to 1.13.3 apply also to amendments to 
the card agreement in which the application of these Customer 
Guidelines has been agreed between the Customer and the 
Bank. 

1.13.5. The items 1.13.1. to 1.13.3. do not apply to amend-
ments of services provided by the Bank, and to amendments of 
fees. 

1.14. Change of address: 
The Account Holder and the Cardholder shall be obliged to in-
form the Bank of any change of his/her address without delay. If 
the Account Holder or Cardholder fails to inform the Bank of 
such a change of his/her address, written statements or com-
munications by the Bank shall be deemed to have been received 
when they have been sent to the address last notified to the 
Bank by the Account Holder and/or Cardholder. 

1.15. Choice of law: 
Any and all legal relations between the Account Holder and/or 
Cardholder and the Bank shall be governed by and construed in 
accordance with Austrian law. 

2. Provisions for the Debit card Service 

2.1. Instruments of use: 
The Cardholder shall receive from the Bank the debit card and, 
in a sealed envelope, a personal identification number (PIN), as 
instruments of use. The debit card and the PIN shall be given to 
the Cardholder personally or, if expressly agreed with the Card-
holder, shall be sent to him/her by post. The debit card and the 
PIN shall not be sent together. The debit card shall remain the 
property of the Bank. 

2.2. Agreement on and change of limit: 

2.2.1. Agreement on limit: 
The Account Holder and the Bank agree on 
• the limit per time unit (e.g. daily or weekly) up to which cash 

may be withdrawn from cash dispensers using the debit card, 
and 

• the limit per time unit (e.g. daily or weekly) up to which cash-
less payments can be made at POS terminals using the debit 
card. Within the agreed limits, payments can also be made at 
cash dispensers with a POS function and in the context of dis-
tance selling activities (see item 1.7.4.). 

2.2.2. Limit reductions by the Account Holder: The Account 
Holder is entitled, without stating any reasons, to request to 
lower his/her limits by the Bank. 

2.3. Account cover: 
The Cardholder may, within the scope of the agreed limits, use 
the debit card for the purposes described in item 1.6. only to the 

extent that the account for which the debit card has been issued 
shows sufficient cover (credit balance plus overdraft facility). 

2.4. Obligations of the Cardholder: 
2.4.1. Keeping the debit card in a safe place, and keeping the PIN 
secret: The Cardholder shall be obliged, also in his/her own in-
terest, to keep the debit card in a safe place. The debit card 
must not be passed on to a third party. The PIN shall be kept 
secret. It must not be written down on the debit card. 

The PIN must not be disclosed to anybody, not even to em-
ployees of the Bank, other Account Holders or other Card-
holders. When entering the PIN care shall be taken that it 
cannot be seen by any other persons. 

2.4.3. Reporting obligation in the case of loss or theft of the 
debit card: 

In the event of the loss, theft, misuse, or other unauthorised use 
of the debit card, the Cardholder and/or the Account Holder shall 
inform the branch or the 24h ServiceLine to have the card 
blocked. 

2.5. Billing: 
Transactions made using the debit card will be debited to the ac-
count and communicated in the manner agreed with the Ac-
count Holder for the provision of communications. 

2.6. Conversion of foreign currencies: 
2.6.1. In the settlement of cash withdrawals or cashless pay-
ments made at POS terminals outside Austria, the relevant 
amount in foreign currency will be converted as follows: 

• with currencies whose exchange rate is fixed in relation to 
the euro, at the fixed rate for the currency concerned; 

• with currencies of countries which are not members of the 
European Monetary Union, at the Bank Austria AustroFX ex-
change rate defined in 2.6.2. 

2.6.2. The Bank Austria AustroFX exchange rate is determined on 
the basis of the foreign exchange selling rates of domestic and 
foreign credit institutions made accessible under “Marktbeo-
bachtung“ on the www.austrofx.at website, which is operated by 
TeleTrader Software GmbH. The Bank Austria AustroFX exchange 
rate applied is determined for each foreign currency by calculat-
ing the mean value of all selling rates published for the relevant 
currency under “Marktbeobachtung“ on www.austrofx.at without 
taking into account the Bank Austria AustroFX exchange rate. At 
least 5 exchange rates published under “Marktbeobachtung“ on 
www.austrofx.at (without the Bank Austria AustroFX exchange 
rate) are required to determine a Bank Austria AustroFX ex-
change rate. If the number of exchange rates available is lower, 
the reference exchange rate of OANDA Corporation published un-
der „Exchange rate Info“ at www.psa.at, the website of PSA Pay-
ment Services Austria GmbH, will be applied. 

2.6.3. The Bank Austria AustroFX exchange rates can be obtained 
from the Bank or viewed at www.psa.at “under Exchange rate 
Info”. The effective date of conversion shall be the date prior to 
the payment authorisation date unless the effective conversion 
date determined in this way is a Saturday, Sunday or official pub-
lic holiday; in such case the exchange rate applicable on the last 
day before authorisation shall be used, being neither a Saturday, 
Sunday nor an official public holiday. The exchange rate and the 
effective conversion date shall be communicated to the Account 
Holder in the manner agreed with him/her for the provision of 
communications. 

http://www.austrofx.at/
http://www.austrofx.at/
http://www.austrofx.at/
http://www.psa.at/
http://www.psa.at/
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2.6.4. The Bank shall send the Cardholder an electronic commu-
nication with the information specified in Article 3a(1) of Regu-
lation (EC) 924/2009 immediately after receiving the Card-
holder’s payment order regarding a cash withdrawal at a cash 
dispenser or regarding a payment at a point of sale, which is de-
nominated in a currency of the European Union other than the 
currency of the account for which the debit card was issued. 
The customer can choose whether s/he receives the before 
mentioned communication by means of a push message via the 
Bank’s mobile banking app or by e-mail sent to the e-mail ad-
dress last notified to the Bank by the Cardholder. 

2.6.5. The total currency conversion charges within the meaning 
of Article 2(9) of Regulation (EC) 924/2009 for local currencies 
of EU Member States other than the euro, as a percentage mark-
up over the latest available euro foreign exchange reference 
rates issued by the European Central Bank, can be viewed under 
“Exchange rate Info” at www.psa.at. 

2.7. Blocking: 

2.7.1. The debit card can be blocked by the Account Holder or 
the respective Cardholder as follows: 

• at any time by calling the 24h ServiceLine of the Bank on 
050505-25 (or from outside Austria: +43 50505-25), or 

• at any time by calling the card blocking hotline set up by PSA 
Payment Services Austria GmbH ("PSA card blocking hotline") 
– the telephone number for this hotline can be obtained from 
the notice on every cash dispenser in Austria or on the web-
site www.bankomatkarte.at, and it can be requested at any 
bank, or 

• in person, in writing or by telephone at the Bank during the 
Bank's business hours.  

A request to block a card becomes effective immediately after 
receipt. If a blocking is requested via the PSA card blocking hot-
line without indicating the bank sequential number, all debit 
cards issued for the account will be blocked until further notice. 

2.7.2. The Account Holder may instruct the block on all or indi-
vidual debit cards issued for his/her account to be lifted. After a 
blocking has been effected, a new debit card will only be issued 
upon written application by the Account Holder. 

2.7.3. The Bank is authorised to block a debit card or to lower 
the limits agreed for the debit card without the cooperation of 
the Account Holder or Cardholder if 
• this is justified on objective grounds with regard to the secu-

rity of the debit card or the systems that can be accessed us-
ing the card; 

• the Bank has reason to believe that the debit card has been 
used without authorisation or fraudulently; or if the Card-
holder has not met his/her payment obligations in connection 
with a credit line linked to the payment instrument (overrun or 
overdraft), and 
o either the fulfilment of such payment obligations is jeop-

ardised as a result of a deterioration in, or to the financial 
position of the Cardholder or of a co-obligor 

or 
o the Cardholder has become insolvent or is in imminent 

danger of becoming insolvent. 

The Bank shall – to the extent that notification of such block-
ing/lowering of the limits or of the reasons for such block-
ing/lowering of the limits would not infringe a court order or an 
order issued by an administrative authority, or contravene Aus-

trian or Community law or objective security considerations – in-
form the Cardholder of blocking of the payment instrument/low-
ering the limits and the reasons for it by using one of the meth-
ods of communication agreed with the customer, where possible, 
before the payment instrument is blocked/the limits are lowered 
and at the latest immediately afterwards. 

B. Special terms and conditions for the Mastercard® Iden-
tity Check™ procedure (MIC procedure): 

Only applicable to card agreements signed by persons 
aged 14 or more. 

1. Conditions of participation in the MIC procedure 
1.1.  A Cardholder may participate in the MIC procedure if: 
• a debit card was issued by the Bank, 
• the Cardholder is registered, 
• the Cardholder has a device that can receive a transaction 

code (3DS codes, see item B.3.3.). 

1.2. By derogation from item 1.1., the following criteria must be 
fulfilled as from 1 April 2021 for using the MIC procedure with 
debit cards issued as from 1 November 2020 (first card issued 
or replacement card):  

• The Cardholder regularly uses the Bank’s online banking ser-
vices,  

• The Bank’s mobile banking app from version 7 upwards was 
installed on the Cardholder’s device which the customer uses 
with an authorisation code (see item B. 3.5.). 

As from 1 April 2021 a debit card does not have to be registered 
separately for the MIC procedure if it is to be used for such proce-
dure. 

2. Registration (in the case of debit cards issued as from  
1 November 2020, this is only mandatory if the MIC pro-
cedure is used until 31 March 2021). 

The Cardholder can register for participation in the MIC proce-
dure via the Bank’s online banking system. For this purpose, the 
Cardholder shall define an answer to a security question; regis-
tration for the MIC procedure shall then be authorised using the 
procedure required in online banking for providing legally binding 
statements of intent, i.e. by entering the valid TAN for this trans-
action and then clicking on the button to be used for approval. 
Upon receipt of electronic order confirmation, which is sent via 
SMS to the mobile telephone number indicated for transmission 
of the mobileTAN via online banking or – if the pushTAN proce-
dure is activated – upon receipt of a push message sent to the 
Bank Austria online banking app (mobile banking app) used by 
the customer, the Cardholder will be entitled to participate in the 
MIC procedure. 

3. Definitions 

3.1. Card check number (CVC = Card Validation Code or  
CVV = Card Verification Value): 

The card check number is a three-digit number which is usually 
found on the reverse side of the debit card. The Cardholder needs 
this number for every payment made via online banking using 
the MIC procedure. 

3.2. Card number (PAN = Primary Account Number): This 
number is printed on the debit card. The Cardholder needs this 
number when registering for participation in the MIC procedure 
and for every payment made via online banking using the MIC 
procedure. 

3.3. Transaction code (3DS Code): The transaction code is sent 
to the Cardholder after s/he has entered his/her card number, 
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the expiry date of the card and the card check number. The code 
is sent via SMS to the mobile telephone number provided by 
him/her for transmission of the mobileTAN that is required for 
the Bank’s online banking services to confirm a payment trans-
action. 

3.4. Security question: This is a question which the Cardholder 
can choose for the registration process, and for which s/he has 
to define an answer known only to himself/herself. 

3.5. Authorisation code (ATC): The ATC is an authorisation 
code required to be employed by the customer in the mobile 
banking app from version 7 upwards, which can be used for giv-
ing instructions and other legally binding declarations of intent 
vis-à-vis the Bank in conjunction with online banking. It also 
serves for releasing card-based payments under the MIC proce-
dure. 

3.6. Biometric data: When using the Bank’s online banking 
apps on mobile devices (smartphone or tablet), the customer 
can, depending on the technical capabilities of his/her device, 
alternatively opt for biometric data (such as fingerprints or Face 
ID) in the online banking app instead of the online banking PIN 
and/or the ATC. 

4. Payment using the Mastercard® Identity Check™  
procedure 

4.1. The Cardholder is authorised to use his/her debit card to 
make cashless payments in Austria and other countries for de-
liveries and services provided by trading companies and service 
companies (authorised companies) offering the MIC procedure, 
within the context of these companies’ online distance selling 
activities (e-commerce). 

4.2. For the Cardholder, an authorised company’s participation 
in the MIC procedure is evident from the Mastercard Identity 
Check logo which is displayed on the company’s Internet pages. 

4.3 1. When selecting “MasterCard Identity Check” as the type 
of payment in the Internet, the Cardholder shall enter the fol-
lowing details of his/her debit card in the appropriate dialogue 
box: 
• the card number 
• the expiry date of the debit card (month and year) 
• the card check number 

4.3.2. Once the card details have been entered, another dia-
logue box will open. After checking the details of the authorised 
company and of the intended transaction (especially the 
amount of the invoice), the Cardholder shall enter the transac-
tion code and the answer defined by him/her in the registration 
process to the security question in the entry fields provided for 
this purpose. By entering the transaction code and the answer to 
the security question, and upon confirming payment with the 
function provided with the relevant payment procedure (e.g. the 
OK button), the Cardholder irrevocably instructs the Bank to pay 
the amount of the invoice to the authorised company and to 
debit the account for which the debit card was issued.  
Payments made using the MIC procedure will reduce the 
amount available to the Cardholder for payment at POS termi-
nals based on the limit agreed within the framework of the 
debit card service. 

4.3.2.1. By derogation from item 4.3.2., in the case of debit 
cards issued from 1 November 2020, and as from 1 April 2021, 
the Cardholder is taken directly to the page of the mobile bank-
ing app on which the MIC procedure payment is to be released 

after s/he enters the card details by clicking on the push notifica-
tions sent to his/her mobile device which is registered for using 
the mobile banking app. 
After checking the details of the merchant and the intended legal 
transaction (especially the invoice amount), the Cardholder shall 
enter his/her ATC in the designated entry field. 
When entering the ATC and confirming a payment with the func-
tion provided for the relevant payment procedure (e.g. OK but-
ton), the Cardholder irrevocably instructs the Bank to pay the in-
voice amount to the merchant and to debit the account for 
which the debit card was issued. 

4.3.3. The payment order cannot be revoked after payment has 
been confirmed. The Bank hereby accepts such instructions to 
pay, provided the payment does not exceed the POS limit that 
was agreed. 
Payments made using the MIC procedure will reduce the amount 
available to the Cardholder for payment at POS terminals based 
on the POS limit agreed within the framework of the debit card 
service. 

5. Deregistration by the Cardholder and blocking by the Bank 
5.1. The Cardholder can deregister his/her debit card from partic-
ipation in the MIC procedure via the online banking service of 
UniCredit Bank Austria AG. 

5.1.1. By derogation from item 5.1., debit cards issued as from 
1 November 2020 cannot be separately deregistered as from  
1 April 2021 for participation in the MIC procedure; a debit card 
can only be deactivated for all payments for distance selling ser-
vices. 

5.2. The Bank is entitled to block the debit card for the MIC pro-
cedure without the Cardholder’s involvement if 
• this is justified on objective grounds with regard to the secu-

rity of the debit card or of the systems which can be used 
with the debit card in the MIC procedure, 

• the Bank has reason to believe that the debit card is used 
without authorisation or fraudulently in the MIC procedure, or 

• if the Cardholder has not met his/her payment obligations in 
connection with a credit line linked to the debit card (overrun 
or overdraft), and 
o either the fulfilment of such payment obligations is 

jeopardised as a result of a deterioration in, or a threat 
to, the financial circumstances of the Cardholder or of a 
co-obligor 

or 
o the Cardholder has become insolvent or is in  
o imminent danger of becoming insolvent. 

If the Cardholder’s debit card has been deregistered or blocked, 
s/he is no longer entitled and no longer able to use the debit 
card with the MIC procedure. 

If the use of a debit card is blocked, this will result in the 
blocking of participation in the MIC procedure. Deregistration 
or blocking from participation in the MIC procedure does NOT 
result in the use of a debit card being blocked. 

After deregistration or blocking, participation in the MIC proce-
dure is only possible after renewed registration (see also item B.2 
Registration). The Bank is entitled to discontinue the option of 
using debit cards to make payments via online banking if it be-
lieves that this measure is necessary for preventing losses or for 
compliance with legal provisions. 

6. Duty of care and liability of the Cardholder 
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6.1. The Cardholder shall immediately request the Bank to deac-
tivate participation in the MIC procedure if the debit card has 
been misused. 

6.2. The security question chosen by the Cardholder and the an-
swer which s/he has defined to the question shall be kept se-
cret. S/he may not save the answer to the security question on 
the device used for the MIC procedure. 

6.3. When entering the card details, the transaction code, the 
authorisation code and the answer to the security question, the 
Cardholder shall ensure that s/he is not being observed by a 
third party. 

7. 7. Liability of the Bank for availability of online banking 
7.1. The Bank is not in a position to ensure that all authorised 
companies accept the MIC procedure. The Bank shall therefore 
not be liable for the availability of the MIC procedure in regard 
to any specific authorised company. 

7.2. The Bank shall not be liable for the technical availability of 
lines, networks (Internet) and the devices used by cardholders 
and authorised companies. In particular, the Bank shall not be li-
able for any disruption of lines which is linked to the Card-
holder’s Internet connection. 

8. Change in the mobile telephone number 
The Cardholder is obliged to notify the Bank immediately (by en-
tering a TAN) via online banking or by visiting one of the Bank’s 
branches of any change in his/her mobile telephone number, as 
s/he will otherwise not be able to participate in the MIC proce-
dure. The Bank may suspend the option of changing the mobile 
telephone number via the online banking service for security rea-
sons if this is justified on objective grounds in connection with 
the security of personal identification details or the systems for 
which they can be used. 
 

 


